Ipunoxkenune Ne2. UndopmMannoHHas MaMATKA /151 00y4A0IIMXCH ISl pa3MelleHust
Ha opuumraabHbIX UHTEpHET-pecypcax

C Ka>XIbIM I'OOIOM MOJIOACKHU B HHTCPHCTC CTAHOBHUTLCA 6OJII)IIIC, d MIKOJIbHUKHM OJHH
13 CaMbIX aKTUBHBIX I10JIb30BaTEIICH PYHeTa. MC}KI[y TCM, IOMUMO OTPOMHOI'O KOJIMYCCTBA
BOSMO)KHOCTCI?I, HHTCPHCT HCCCT U HpO6JIeMI>I. OTa mamsTKa JOJDKHA ITIOMOYb TeOe Oe30macHoO
HaXOIHUTBCA B CCTH.

Komnvromepnule upycoi

KoMnbroTepHblii BUPYC — 3TO PA3HOBHIHOCTh KOMITBIOTEPHBIX POTPaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOM SIBIISIETCS] CIOCOOHOCTH K pa3MHOXKEHHIO. B TomosHeHne K 3ToMy,
BUPYCHI MOT'YT IOBPEAUTDH WUJIH MOJTHOCTHIO YHUUYTOXKUTH BCE (Pailyibl U JaHHEIE,
MOJIKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHU KOTOPOro ObLIa 3aIlylleHa 3apakKEHHAs
Iporpamma, a TaKXe IMOBPEAUTh WIN JaXX€ YHUUYTOKUTH ONEPALIMOHHYIO CUCTEMY CO BCEMU
¢aitnamu B 11esoM. B 00IbIIMHCTBE CllydaeB pacpOCTPAHSAIOTCA BUPYChI U€pPE3 UHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX IPOrPAMM:

1. Ucnonp3yil COBpEMEHHbBIE ONEPALMOHHBIE CHCTEMbI, HMEIOLIUE CEpPhE3HBIN
YPOBEHB 3aIUTHl OT BPEJOHOCHBIX IIPOTrPaMM;

2. IlocrosiHHO ycTaHaBiMBail nautu (LU(POBBIE 3aIJIATKU, KOTOPhIE aBTOMATUYECKU
YCTaHABJIMBAIOTCS C LIEbIO JOPA0OTKHU MPOrpaMMBbl) U ApyTrue OOHOBJIEHUS! CBOEH
onepannoHHON cuctembl. CKauMBail WX TOJBKO C OQUIMAIBHOIO caiTa
paspabotuuka OC. Ecnu cymiecTByeT pexuM aBTOMAaTHYECKOrO OOHOBIICHWS,
BKJIIOYU €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpPE TMOA TMpaBaMu IMOJb30BaTes, a He
aIMUHUCTPATOpPA. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM
MHCTAJUINPOBATHCS HA TBOEM IIEPCOHATBHOM KOMIIBIOTEPE;

4. Wcnonb3yih aHTUBHPYCHBIE TPOrPAMMHBIE TPOAYKTHI U3BECTHBIX IPOU3BOAUTENEH,

C aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

Orpanunub pU3NUECKHil JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Ucnonw3yit BHENTHUE HOCUTENX WH(OPMAITNH, TaKue Kak dJienika, TUCcK win (aitn
U3 UHTEPHETA, TOJIbKO U3 MPO(EepEeHHBIX HICTOYHHUKOB;

7. He oTkpbIiBaii KOMIBbIOTEPHBIC (PailsIbI, TOTYUYECHHBIE U3 HEHAIEKHBIX HICTOYHUKOB.
Jaxe Te (¢aiiibl, KOTOpblE MpHUCTan TBOM 3HAKOMbIM. Jlydllle yTOYHM Yy HEro,
OTIMPABJISI JIU OH TeOe UX.

o

Cemu WI-FI

Wi-Fi - 5T0 He BuJ mepenadyu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH/I, MapKa.
Eme B 1991 rony Humepmanickas xommnanus 3apeructpupoBana OpeHn « WECAy», drto
obo3nauano cioBocodetanne «Wireless Fidelity», koTopelii TiepeBOIUTCS  Kak
«OecrpoBOIHAS TOYHOCTHY.

Jlo Hamero BpemeHHW aomnuia apyras ab0peBuarypa, KOTopas SIBISETCS TaKOU XKe
TexHoJorue. Ito abopesuarypa «Wi-Fi». Takoe Ha3zBaHue OBLJIO JAHO C HAMEKOM Ha
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CTaHAApT BBICIIMKA 3BYKOBOW TexHuku Hi-Fi, 4yTo B mepeBoje O3HAaYaeT «BBICOKAs
TOYHOCTBY.

Jla, OecImaTHBIM HHTEPHET-A0CTY B Kae, OTSIISIX U adpOInopTax ABISETCS OTIIMYHOM
BO3MOYKHOCTBIO BBIXOJ1a B MHTEpHET. HO MHOTHE 3KCIIEPThl CUMTAIOT, YTO OOIIIEIOCTYITHBIC
Wi-Fi ceTu He SBIISIOTCA O€30MaCHBIMU.

CogeTsl 10 Oe30macHOCTH paboTe B 00men0cTynHbIX ceTsix Wi-fi:

1. He mepenaBaii cBoto jauuHyro uHpopmMaiuio yepe3 odmenaoctynusie Wi-Fi cern.
PabGortas B HUX, JKeNaTEIbHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI U KaKHUE-TO
HOMEDA;

2. Wcnonp3yit 1 OOHOBIISI aHTUBUPYCHBIE MpOrpaMMbl U OpanamMayep. Tem cambim
Thl 00€30MacHIllb ce0s OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTRO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun dyukmuio «O6mmii goctyn k daiinam u
npuHTepam». JlaHHas (QYHKIMSA 3aKpbITa MO YMOJIYAHUIO, OJIHAKO HEKOTOpHIE
M0JIb30BATEJIM aKTUBUPYIOT €€ JIJIs1 y100CTBa UCIONIb30BaHus B paboTe min yueoe;

4. He ucnone3yit nyonuunsiii WI-FI ais nepegaun mTudHbIX JaHHBIX, HATPUMED, JUIS
BBIX0/Ia B COLIMAIbHBIE CETU WM B AJIEKTPOHHYIO MOYTY;

5. Hnonw3y# Tonpko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-apeca BBOAM UMEHHO «https://»;

6. B moOmnsHOM Tenedone otkmoun dyHkmuio «llogkmrouenne k- Wi-Fi
aBTOMaTh4ecKkn». He pgomyckail aBTOMAaTMYECKOTO MOAKIIIOYEHUS] YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusl.

COL!MCZ]Zbele cemu

ConmanpHbIe CETH aKTUBHO BXOJAT B HAIIly KU3HB, MHOTHE JIFOJIU PA0OTAIOT U KUBYT
TaM TOCTOSSHHO, a B Facebook yxke 3aperucrpupoBaH MHJUIHApP] YEJIOBEK, UYTO SIBIISICTCS
OJIHOM ceIpbMOM BCEX JKHUTeleH IulaHeTbl. MHOrue NnoJjb30BaTeId HE MOHHMAIOT, 4YTO
uHpopManus, pasMelieHHAas HWMH B COIMMAJIBHBIX CETAX, MOXET OBITh HalJIeHa W
HCIIOJIb30BaHa KEM YIrOJHO, B TOM YHCIIC HE 0053aTEIbHO ¢ OJJariMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 O€30MACHOCTU B COLIMANIBHBIX CETSIX:

1. Orpannub cnucok apy3eil. Y TeOs B ApPY3bsIX HE AOJKHO OBITh CIy4alHbIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuiiail CBOIO YacTHYIO KM3Hb. He ykasbIBaii maponu, TeiaedoHsl, aapeca, AaTy
TBOEr0 POXKJEHUS U JAPYTYIO JIMYHYI0 MH(pOpManuio. 3JI0YMBIILIEHHUKA MOTYT
UCIO0JIb30BaTh Jake MHPOPMALIMIO O TOM, KaK Thl U TBOM POJUTEIMN IUIAHUPYETE
POBECTH KAaHUKYJIbL;

3. 3amumiail CBOIO pemyTaluio - AepkKH €€ B YUCTOTE U 3aJlaBail cede BOMPOC: XOTel
Obl ThI, YTOOBI ApPYyrye MOJIb30BAaTEIM BHUJIEIH, YTO Thl 3arpykaemib? [logymai,
MPEK/E YEM UYTO-TO OMyOJIUKOBATh, HAMMCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE pPEaIbHOE
UM U JPYTYIO JIMYHYIO MH(POPMAIMK: UMS, MECTO KUTEJIbCTBA, MECTO Yy4eObl U
npoyee;
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5. MN36erait pasmemenus ¢dotorpaduii B HMuTepHeTe, THe Th H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOYKHO OTIPEICIUTH TBOE MECTOTIOIOXKECHHE,

6. Ilpu perucTpanuy B COIMAIBHON CETH HEOOXOJWMO HCIIOJIB30BATh CIIOXKHBIC
HapoJIH, COCTOSIINE U3 OYKB M (P U ¢ KOJTMIESCTBOM 3HAKOB HE MEHEe §;

7. Jlns conuanbHOM CETH, MOYTHI U JPYTHX CalTOB HEOOXOIUMO HCIOIH30BaTh
pasHbie maponu. Torma ecnu TeOS B3JIOMalOT, TO 3J0YMBIIUICHHUKH IOTyYatr
JOCTYTI TOJIEKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

INeKkmpoHHble OeHbU

DNEeKTPOHHBIE IEHBI'M — 3TO OUYEHb YAOOHBIN CIIOCO0 MIaTeke, 0THAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU ACHBIH.

3JI€KTpOHHI)IC JACHBI'M ITIOABHUJINCH COBCCM HCAABHO M UMCHHO H3-3a4 3TOI'O BO MHOI'NX
rocygapCrBax a0 CHUx IIOp HC IIPOIIMCAHO IIPO HHUX B 3dKOHAX.

B Poccuun xe oHM (QYHKIIMOHMPYIOT M O HHUX YXKE IMPOMHCAHO B 3aKOHE, IJIe UX
pa3AeisIlOT HAa HECKOJIBKO BUIOB — AHOHMMHBIE U HE aHOHHMMHbIE. Pa3Huna B TOM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPHIX pa3periacTcsi MPOBOAUTH Onepanuu 0e3 uaeHTU(UKAIUN
M0JIb30BATEISI, @ B HEAHOHUMHBIX UJICHTU(UKAIIUYU TI0JIb30BATENs ABJISETCS 0053aTeIbHOM.

Taxoke cienyeT pa3nuyarh IEKTPOHHbBIE (PUATHBIE NIEHBIU (PaBHBI FTOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHBIE HE(PUATHBIE IEHbI'U (HE PABHBI TOCYAAPCTBEHHBIM BAIIIOTAM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMH JIEHbAMU:

1. IlpuBsku Kk cueTy MOOMIBHBINA Teae(POH. ITO caMblil YTOOHBIN U OBICTPBINA CIIOCO0
BOCCTAaHOBUTH JOCTYM K cuery. [IpuBsi3aHHbIN TeaepOH MOMOKET, eciin 3a0y1enb
CBOM IUIATEKHBIA MapOJib WIM 3alAEUIb HA CAaUT C HE3HAKOMOTI'0 YCTPOMUCTBA;

2. Ucnonw3yit ogHOpasoBbie maponu. [locne nepexoa Ha YCUIIEHHYIO aBTOPU3AIIHIO
Tebe yxke He OyneT yrpoxkaTb ONAacHOCTh Kpakh WJIM IepexBara IUIaTEKHOIO
napoJs;

3. BriGepu cnoxsblii maposb. [IpecTynaukam OyaeT HE MPOCTO yrajaTh CIOKHBINA
napois. HanexxHble maposim — 3To napoJsiv, KOTOpbIE COIepKaT HE MEHEe 8 3HAKOB
M BKIIOYAIOT B Ce€OSl CTPOYHbIE M MPONUCHBIE OYKBBI, HU(PPHI U HECKOJIBKO
CUMBOJIOB, TaKM€ Kak 3HaK joJuiapa, (yHTa, BOCKJIMIATENIbHBIA 3HAK M T.II.
Hanpuwmep, $tROng!;;

4. He BBOAM CBOM JTUYHBIC JJAHHBIE HA CaliTaXx, KOTOPHIM HE JIOBEPSICILIb.

9]Z€Kmp0HHClﬂ nouma

OJIEKTpOHHAsi TMo4YTa — 3TO TEXHOJOTHS W TMPENOCTaBIsIEMbIE €I YCIYrH IO
MEPEChUIKE ¥ TIONYYCHHUIO DJJICKTPOHHBIX COOOIIECHUHN, KOTOpPBIE paCHpenemstoTces B
KOMITBIOTEpPHOU ceTH. OOBIYHO SJEKTPOHHBIA TOYTOBBIM SIUK BBITIISINAT CIETYIOITUM
oOpazoM: UMsl_TIONB30BaTEIA(@UMsI_JIoMeHa. Takxke Kpome mepenadd MpPOCTOTO TEKCTa,
UMEEeTCsI BO3MOXKHOCTh TIepe1aBaTh (pailiibl.
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OcHOBHBIE COBETHI IO 0€30MaCHOM padOTE C IIEKTPOHHOU MOYTOM:

1.

Hano BbIOpaTh mpaBuiIbHBIN MOYTOBBIA cepBHUC. B MHTEpHETE €CTh OTPOMHBIN
BBIOOp OECIUIaTHBIX IMOYTOBBIX CEPBHCOB, OJHAKO JIy4Ille IOBEPSITH TEM, KOTO
3HACIIb U KTO MEPBBIA B PEUTHHTIE;

He yka3biBaii B TM4HOM noyTe JTMYHYI0 nHpopManuio. Hanpumep, mydiie BeiOpaTh
«MYy3bIKaJIbHBINA _(paHaT@» nunu «pok2013» BmecTo «remal3y;

Hcnonb3yil NBYXATaHYIO aBTOPU3ALMIO. DTO KOTJa MOMHUMO MapoJisi HY>KHO
BBOJIUTH KOJI, IPUChUIaeMblii o SMS;

Bribepu cioxHbINA naposb. s KakKIoro moYTOBOTO SIIMKA JOHKEH ObITh CBOU
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJIb;

Ecnu ecTh BO3MOXKHOCTh HAIMCaTh CAMOMY CBOW JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY
BO3MOKHOCTB;

Hcnonb3ylh HECKOJNIBKO MOYTOBBIX SIMUMKOB. [IepBBIN U1 4aCTHOM IEPENUCKU C
azgpecaTaMy, KOTOPBIM Thl JOBEpsCIIb. OJTO DSJIEKTPOHHBIM aJapec HE HaJlOo
UCIIOJIb30BaTh MPU PETHCTpalliU Ha (hopyMax U cailTax;

He otkpbiBaii ¢ailabl 1 Jpyrue BIOKEHUS B MMCbMAaX Ja)Ke €CJId OHU TPUIILITH OT
TBOUX Jipy3el. Jlydille yTOUYHU y HUX, OTIIPABIISLIIN JIU OHU TeOe 3TU (haiibl;
[Tocne oxoHuyaHusi pabOTHl HA TOYTOBOM CEpPBHCE IMEpE] 3aKPHITHEM BKJIAIKUA C
caiiToM He 3a0y/Ib HA)KaTh Ha «BBIATIY.

Kubepoynnune unu eupmyanvroe uzoesamenbcmeao

KubepOymmHr — mpecienoBaHue COOOIICHUSMH, COJACPKAIIUMHU OCKOPOJICHUS,
arpeccHio, 3alyruBaHUe; XyJIWUTAHCTBO; COLMAIbHOE OOWKOTHPOBAHUE C MOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1.

no

o

He 6pocaiics B 60it. JIyummii crioco0: MocoBeTOBaThCS KaK ce0s1 BECTH M, €CIIM HET
TOTO, K KOMYy MOXHO OOpaTUThCSA, TO BHa4alie YCIOKOUTHCS. Eciu Thl HauHemb
OTBEYaTh OCKOPOJICHUSAMH HAa OCKOPOJIEHUS, TO TOJIBKO €Il1e OOJBIIE Pa30KKEITh
KOH(DITUKT;

VYmpasmsii cBoeil kubeppernyTaiuei;

AHOHUMHOCTh B ceT MHUMas. CyIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKAYHTOM,;

He cTout Bectu Xynuranckuid oOpa3 BUPTyalIbHOU ku3HU. IHTEpHET hukcupyer
BCE TBOM JICUCTBUS U COXPaHSET UX. Y JAIUTh UX OyJeT KpailHe 3aTpyAHUTENIHHO;
CoOmro1ail CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyii eauHu4HbI HeraTtuB. OmgHOpPa30BbIE OCKOPOUTEIBHBIE COOOIICHUS
JydIie UrHopupoBath. OOBIYHO arpeccus MpeKpaniaeTcss Ha Ha4albHOM CTa/INH;
ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIIEHUSMH, B
COIMAIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKUPOBKU OTHIPABKH COOOIICHUHN C
ONPENECITICHHBIX aJIPECOB;

Eciu T1B1 cBuperens kubepOysummnara. TBow JeHCTBUS: BBICTYNHUTH TMPOTHB
[peciieioBaTeNsd, MOKa3aTh €My, YTO €ro JEMCTBUS OLEHHMBAKOTCS HETATHUBHO,
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MO//IePKaTh JKEPTBY, KOTOPOW HYXKHA TICMXOJOTHYECKas IMOMOIIb, COOOITUTh
B3pOCIBIM O (PaKTE arpeCCUBHOIO MOBEICHUSI B CETH.

MobunvHoiti meneghon

CoBpemenHble cMapT(QOHBI W IUIAHIIETHl COACPKAT B ce0e BIOJHE B3POCIBINA
GbyHKIIMOHAN, U TENEPh OHM MOTYT KOHKYPHUPOBAaTh CO CTAI[MOHAPHBIMH KOMITHIOTEPAMH.
OpnHako, CpeACTB 3alIUThI JJIsl MOJJOOHBIX YCTPOMCTB MOKA O4€Hb Mayo. TecTupoBaHue u
MIOMCK YSI3BUMOCTEW B HUX IMPOMCXOAUT HE TaK MHTEHCHBHO, Kak mia [IK, To ke camoe
KacaeTcs U MOOUJIbHBIX MPUIOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPAKTHYECKH JOTHAJd HACTOJIbHbIE
aHaAJIOTH, OJHAKO pacimpeHre (yHKIHOHATA BIEYET 3a COOOW OOJBINYI0 CIOKHOCTh H
MEHBIIYIO 3aIUIIEHHOCTb.

I[EU'IGKO HC BCC ITPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJI€HI/I$I, 3aKPBIBAIOIHUC KPUTHICCKHC
YA3BUMOCTHU OJIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JUIsl 0€3011aCHOCTH MOOMIIBHOTO TesieoHa:

1. Huuero He sBIsieTCs MO-HAcTOsIEMy OecraTHBIM. By ocTopoXeH, BeAb Korjaa
Tebe mpeasaratoT OecIUIaTHbIA KOHTEHT, B HEM MOTYT OBITh CKpPBITHI KaKUE-TO
IJIaTHBIE YCIIYTH;

2. Jlymaii, mpexxe yem otrpaBuTh SMS, ¢oTo miu Buzneo. Trl TOUHO 3HACIIIB, T1I€ OHU

OyIyT B KOHEYHOM UTOTE?

Heo6xonumo 0OHOBISTE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Hcnonb3yil aHTUBUPYCHBIE TPOrPAMMBI JJIsI MOOUJIBHBIX TEIE()OHOB;

He 3arpyxaili NpuiIoKeHHS OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT

COJIepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECTIeUEHHE;

6. Ilocie Toro Kak ThI BBIMACIIL C CaiiTa, IJIe BBOAWII JUIHYIO HH(DOPMAIIHIO, 3ai/IH B
HACTpoWKH Opay3epa u yaanu cookies;

7. Ilepmoanuecku TpOBEpsii Kakue IUJIaTHBIC YCIYyTd aAKTUBUPOBAHBI HAa TBOEM
HOMEpE;

8. [aBaii cBOi1 HOMEp MOOMIIBHOTO Tele(OoHa TOJIBKO JIFOISIM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSEIlb;

9. Bluetooth momkeH ObITH BBHIKIIIOUEH, KOT/Ia Thl UM HE MOJb3yemnibesi. He 3a0biBait
MHOT]Ia ITPOBEPATH 3TO.

ok w

On-line uepwvi

CoBpeMeHHbIE OHJIAWH-UTPBI — O3TO KPAacCOYHBIC, 3aXBaTHIBAIOIIUE PAa3BICUYCHHUS,
00BEIUHSIONINE COTHHU THICSY YEJIOBEK MO0 BceMy MUpPY. ITpoku UCCIey 0T TaHHbBIN UM MUD,
00IIatoTCsl IPYT C APYTOM, BBITIONHSIOT 3aJaHUs, CPAKAIOTCS ¢ MOHCTPAMH U TOJIY4arOT
OTBIT. 3a YIOBOJILCTBHE OHHM TIUIATAT: IMOKYIAIOT JHWCK, OIUIAYMBAIOT aOOHEMEHT WU
MPUOOPETAIOT KaKUe-TO OMITUH.
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Bce 3Tu cpenctBa uayT Ha MOAJAEPXKAHUE W PA3BUTHE UIPHI, a TAKXKE HAa camy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPHU3AIMM, BBITYCKAIOTCS HOBBIC MATYH
(g poBbIe 3aMIATKY JIJIs1 IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HI)IX HUI'pax CTOUT OIMACATHCA HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKH
TBOCTO IIapOJIiA, HAa KOTOPOM OCHOBAaHA CUCTCMA aBTOpU3alINH OOJILIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO HTPOBOTO aKKAYHTA:

1.

N

Noakow

Ecmu nmpyroit urpox BemeT cebsl MIOXO WM CO3laeT TeOe HEMPUSTHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

IToxanyiics agMHHUCTpPAaTOpaM MIPbl Ha IUIOXO€ MOBEAEHUE OJTOrO0 WIPOKA,
KEJATeJIbHO NPHJIOKHUTh KaKHE-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yka3piBail muunyto nHdopMaiuio B npodaiisie urpsi;

VYBaxail Jpyrux y4acTHUKOB IO UTPE;

He ycranaBnuBail HeoumanbHbIe MaTYU U MOJBI;

Hcrnions3yil CII0KHBIE U pPa3HbIE apOJIH;

Jlaxxe BO BpeMsl HI'Pbl HE CTOMT OTKJIFOYATh aHTUBHUpYC. 1Ioka ThI Urpaems, TBOK
KOMITBIOTEP MOT'YT 3apa3HTh.

Duune unu Kpasica TUYHblX OaHHbIX

OOBIYHOI Kpaxel JeHer M JOKYMEHTOB CEroJHsl YK€ HUKOIO HE YJMBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTHM 3JIOYMBINIUIEHHUKU IEPEMECTHWINCh B HHTEPHET, WU
IPOJOJKAIOT 3aHUMATHCS «JTFOOMMBIMY JEJIOM.

Tak nmosiBuIachk HOBast yrpo3a: HHTEPHET-MOIICHHNYECTBA WM (DUIIIUHT, TJIaBHAS TIeJTh
KOTOPOT'O COCTOUT B MOJYyYEHUN KOH(MUICHITMATBHBIX JAHHBIX MMOJIh30BaTEIEH — JIOTUHOB U
naponeii. Ha anrmmiickom s3eike phishing untaercs kak ¢umuHr (ot fishing — priOHas
JIOBJIS, password — maposb).

OcHOBHBIE COBETHI IO 00PHOE € (HUITUHTOM:

1.

I

Cnenu 3a cBouM akkayHTOM. Ecimy ThI mojgo3peBaelib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIIUTH AIMHUHUCTPATOpPaM
pecypca 00 3TOM KaK MOXKHO CKOpee;

Ucnonb3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCJE, HUHTEPHET-Mara3uHoB U
ITOMCKOBBIX CHCTEM;

Hcrnons3yit criokHBIC U pa3HbIC Maposd. TakuM 00pa3om, eciiu TeOs B3JIOMArOT, TO
3JIOYMBIITUICHHUKH TTOJTy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IIPO(HITIO B CETH, a
HE KO BCEM;

Ecnmu T1ebs B3momanu, TO HEOOXOIMMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE I00aBICHBI Y T€OSI B APY3bsIX, O TOM, UTO T€OS B3JIOMAJIH U, BO3MOXKHO, OT
TBOETO UMEHHU OYyJIeT PacChlIaThCS CIIaM U CCHUIKM Ha (PUIITMHTOBBIE CANTHI;
YcranoBu HaaexHbid napois (PIN) Ha MoOMIBHBIN TenedoH;

OTkJiTroun coxpaHeHue mapoJs B Opaysepe;
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7. He oTkpbIBaii ¢ailsibl U Apyrue BIOKEHHUS B MUChMaXxX Ja)XXe €CIM OHU MPUILIU OT
TBOMX JApy3el. Jyulie yTouHu y HUX, OTIPABIISIIM JIU OHU TeOe 3TH (PaitIbl.

Lugposas penymayus

[u¢posas penmyranus - 3T0 HEraTUBHAsI WM TO3UTUBHAs UH(POpPMAILUS B CETH O TeOE.
Komnpomerupyromas nHpopmaniys, pa3MeleHHasi B MHTEPHETE MOKET CEPhE3HBIM 00pa3oM
OTpa3uThCsi Ha TBOeH peanbHON xu3HU. «l{udpoBas pemyramus» - 3TO TBOW HMMHIIK,
KOTOpPBIN (hopMupyercs u3 nHpopmanuu o Tede B HHTEPHETE.

TBoe MecTO JXKHTENbCTBa, ydeObl, TBOE (UHAHCOBOE IIOJIOKEHHUE, OCOOCHHOCTH
XapaKTepa U PaccKas3bl O OJU3KUX — BCE ITO HAKATIJIMBACTCS B CETH.

MHorue nmoApOCTKH JIETKOMBICJICHHO OTHOCSTCS K ITyOJIMKAIUK JIMYHON WH(pOpMaIun
B llHTepHeTe, He MOHKMMAas BO3MOXKHBIX TOCIEeACTBUN. ThI 1ake HE CMOXKEIIb J0TaaThCs O
TOM, 4TO (poTorpadus, pazMerieHHas 5 JIeT Ha3aj, cTajla IPUIMHON OTKa3a MPUHATH TeOs Ha
pabory.

KomMmenTapuu, pa3menieHue TBoux (ororpaduil u apyrue neHWCTBUS MOTYT HE
UCYE3HYTh JA)XeE II0CJIE TOT0, Kak Thl MX yJIaaullb. bl HE 3HACUIb, KTO COXPAHWI 3Ty
uH(pOpMaIHIO, MOIAJIA JIM OHA B TIOMCKOBBIE CUCTEMBI U COXPAHWIIACh JIU OHA, a TJIABHOE: YTO
MOAYMaroT 0 Te0e OKpY KaroIiee JIF0AU, KOTOpbIEe HAAyT U yBUAST 3T0. Haittu undopmanuro
MHOTO JIET CHYCTS CMOXET JI000M — Kak U3 J0OpbIX MOOYXIEHUM, TaK U C HAMEPEHUEM
OPUYUHUTH BpEIl. ITO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 1O 3aIIMTE HUPPOBOM permyTalUu:

1. Tlomymaii, mpexe 4eM YTO-TO MyOJIMKOBATh U MepeaaBaTh y cedsi B Oj0re Win B
COIIMAJIbHOM CETH;

2. B nacrpoiikax npoduiis ycTaHOBH OTpaHUYEHUS HA IPOCMOTP TBOETO MPOPUIIs U
€ro COAECPKUMOrO0, CAENal €ro TOJbKO «IUIs APYy3€ei»;

3. He pasmemaii u He yka3piBail WHGOPMAIMIO, KOTOpas MOXET KOro-Jmdo
OCKOPOJISITH MM OOMKATh.

Aemopckoe npago

CoBpeMeHHbBIE MIKOJIBHUKH— AKTUBHBIE TOJH30BATEN IH(PPOBOTO MPOCTPAHCTBA.
OnHako Aaneko He BCE 3HAIOT, YTO MOJIH30BAHHUE MHOTHMH BO3MOXHOCTSMHU ITU(PPOBOTO
Mupa TpeOyeT coONI0ICHHS MPaB HA UHTEIUIEKTYyaJIbHYI0 COOCTBEHHOCTD.

TepMmuH «MHTEINIEKTYaIbHasi COOCTBEHHOCTBY» OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSM
YEeJIOBEUECKOTO0 yMa, HadWMHAs C HOBBIX HW300pPETEHHM M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh HAa MPOAYKTHl W YCIYTH , W 3aKaH4YMBas KHUTamu, (ororpadusmu,
KMHO(DHIIEMaM# ¥ MY3bIKQJIbHBIMU TTPOU3BEICHUSIMU.
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ABTOpCcKHE TpaBa — OTO TMpaBa Ha MHTEIUIEKTYalbHYI0O COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATYPbl U HCKYyCCTBA. ABTOPCKHUE IIPABA BBICTYIIAIOT B KAYECTBE
rapaHTHUM TOTO, YTO MHTEIIEKTYaJbHBIA/TBOPUECKUNA TPyA aBTOpa HEe OyleT HamlpacHBIM,
JIaCT EMY CIPaBeJIMBbIE BO3MOYKHOCTH 3apab0TaTh Ha Pe3yIbTaTaxX CBOErO TPY/ia, OIy4YUTh
U3BECTHOCTH U Ipu3HaHue. HukTo 0e3 paspenieHust aBTopa He MOXKET BOCIIPOU3BOJIUTH €r0
IPOU3BENIEHUE, PACIIPOCTPAHSITh, ITyOJINYHO JEMOHCTPUPOBATH, IPO1ABaTh, UMIIOPTUPOBATb,
IyCKaTh B IIPOKAT, IyOJIUYHO UCIIOJIHATD, T0KA3bIBATh/UCIIOJIHATE B 3UpE WU pa3MeEIaTh
B MHTEpHETE.

Hcnonb3oBaHne «IUPATCKOr0» MPOrPaMMHOIO OOECIEYEHUsT MOXKET IMPUBECTU K
MHOTHM PHCKaM: OT TOTEPHU IAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO yCTPOICTBA,
/I yCTAaHOBJICHHBIN HE JierajibHas mporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYET
JerajbHbIe U OECIIaTHBIE MPOTrPaMMbl, KOTOPbIE MOKHO HAalTH B CETH.

O nopmane

CereBu4oK.pd — TBOM TJIaBHBIM COBETYMK B CETH. 3]1eCh Thl MOXEIIb Y3HATh O
0€30MacHOCTH B CETH MOHATHBIM U IOCTYITHBIM SI3bIKOM, a IIPY BOSHUKHOBEHUH KPUTHUUYECKOMN
CUTYaIM1 OOpPaTUTHCS 32 COBETOM. A TakXe MPUHATh y4acTHE B KOHKYpPCaX M CTaTh CaMbIM
U(POBBIM IpaskIaHUHOM!
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